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Introduction 

There are a number of steps in adding a digitally signed certificate. This guide assumes that 

you have already Created a Certificate Signing request, and have now received your new 

signed certificate. 

Once this is complete, you can add the certificate to your server and set up secured 
connections on your website.  

Preparing your certificate 

Once you have received your signed certificate by email you should copy and paste it into a 

text editor, such as Notepad or Vi. 

 

Your certificate should take the following format: 

 1 

 2 

3 

----- BEGIN CERTIFICATE -----  

Code 

 ----- END CERTIFICATE ----- 

Check that there are 5 dashes to either side of BEGIN CERTIFICATE and END CERTIFICATE and 

that no whitespace, extra line breaks of additional characters have been added during the 

copy and paste process. 

Save the certificate as a .crt file and upload this file to your server. Make a note of the 

certificate name and location as you will need this when you install your certificate. 

 Quick tip: Ensure that you copy the certificate into a text editor. Word Processors 

such as Microsoft Word will add hidden formatting characters that will stop your 

certificate from working when installed on your server. 

 

https://resellers.fasthosts.co.uk/euf/assets/pdf-guides/WL/CSR-Requests.pdf?
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Installing your Certificate 

IIS 8 

Step 1 

From within Server Manager select Internet Information Services (IIS) Manager from the Tools 

drop-down menu. 

 

Step 2 

In the IIS Manager, choose your server name. 

 

Step 3 

Select the Server Certificates icon. This will be located in the IIS section, or the Security 

section, depending upon how you are grouping your icons. 
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Step 4 

In the right hand Actions pane, click Complete Certificate Request. 

 

Step 5 

In the text boxes provided, enter the path to your new certificate, enter a friendly name and 

chose a certificate store for this certificate. 

 

 

 Quick tip: The friendly name allows you to quickly identify the certificate. You can 

choose any name you like. 
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Step 6 

Once done, click OK. 

 

Associating your certificate with your website  

Step 1 

Leaving IIS open, and using the left hand Connections pane, right click on the website you want 

to add SSL to. 

Step 2 

Then click Edit Bindings. 
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Step 5 

A list of your bindings will appear. Click the Add button to add a new binding. 

Step 6 

In the Bindings window select the binding type as https, select an IP address for the secure site 

to use and select the certificate to be used with the site. 
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Step 7 

Once done, click OK. 

IIS 7 

Step 1 

Choose Start > Administrative Tools > Internet Information Services (IIS) Manager. 

Step 2 

In the IIS Manager, choose your server name. 

 

Step 3 

In the Features pane (the middle pane), open the Server Certificates icon. This will be located 

in the IIS section, or the Security section, depending upon how you are grouping your icons. 
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Step 4 

In the right hand Actions pane, click Complete Certificate Request. 

 

Step 5 

In the text boxes provided, enter the path to your new certificate, and enter a friendly name 

for this certificate. 

The friendly name allows you to quickly identify the certificate. You can choose any name you 

like. 

Oncde done, click OK. 
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Associating your certificate with your website  

Step 1 

Leaving IIS open, and using the left hand Connections pane, right click on the website you want 

to add SSL to. 

Step 2 

Then click Edit Bindings.  
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Step 3 

A list of your bindings will appear. Click the Add button to add a new binding. 

 

 

Step 4 

In the Bindings window select the 

binding type as https, then select the 

certificate to be used with the site. 

Step 5 

Once done, click OK. 

 

Apache 

Step 1 

Open the httpd.conf or file on your server and locate the Virtual Host settings. There should be 

two directives within these settings. Edit these to match the location of the key parts on your 

server. 

SSLCertificateFile should point towards the location of your newly signed public key. For 

example: 

SSLCertificateFile /usr/local/ssl/crt/public.crt 

SSLCertificateKeyFile should point towards your private key file. For example: 

SSLCertificateKeyFile /usr/local/ssl/private/private.key 

 

 

 Note: Alternatively you can paste the contents of your newly generated certificate 

into the Certificate text box under the Upload certificate as text section, and click 

the Send File button. 
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Step 2 

Restart the Apache service, the commands to do this will be different depending on the Linux 

OS your server is running. 

CentOS 

 1 

 2 

service httpd stop 

service httpd start 

 

Ubuntu 

1 

 2 

/etc/init.d/apache2 stop 

/etc/init.d/apache2 start 

 

Should Apache fail to restart you should check the Apache error logs for further information on 

the problem. 

Plesk 12 

Step 1 

Log in to Plesk on your server as the server administrator and click on Domains in the Hosting 

Services menu. 

 

Step 2 

Click on the Open in Control Panel link next to the domain name you want to add the SSL 

certificate to. 
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Step 3 

Click the Show More button at the bottom of the Websites & Domains section. 

 

Step 4 

Click on the Secure Your Sites icon. 

 

Step 5 

Click the Add SSL Certificate icon. 

 

Step 6 

Enter a Certificate Name to help you identify this certificate. In the example below we've 

named it after the domain name the certificate is for, to make it quickly and easily identifiable. 
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Step 7 

You also need to enter your company address, the domain name the certificate will protect, 

and a valid email address. These details must be accurate as they will be used to generate your 

private key. 

 

Click the Request button when you've entered the information. You'll see a confirmation 

message that the certificate has been created. 

Step 8 

Locate the newly created certificate in the list and click on it to see it's properties. Scroll down 

and find the CSR section. Copy all the text that starts with: 

 -----BEGIN CERTIFICATE REQUEST----- 

and ends with 

 -----END CERTIFICATE REQUEST----- 
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Step 9 

Visit the web site of your chosen certificate authority and follow their procedures to purchase 

your certificate. When prompted, paste the CSR text you copied in the previous step into their 

online form. They will then generate your certificate. Save the generated certificate file to your 

local machine. 

Step 10 

Select the Websites & Domains tab, and click the SSL Certificates icon to go back to the SSL 

certificates list. Click on the certificate you just created in the list to view it's properties again. 

Step 11 

Under the Upload certificate files section, click the Browse button by the Certificate text box 

and locate the file you just saved to your machine from the certificate authority. 

 

Click the Send File button to upload the certificate to your server. 
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Step 12 

Select the Websites & Domains tab at the top of the page. 

 

Step 13 

Click the Hosting Settings link next to your domain name at the top of the page. 

 

Step 14 

This will bring up the Hosting Settings for the domain. Tick the box labelled Enable SSL support 

and select the certificate from the dropdown menu. 

 

Click OK at the bottom of the page to apply the settings. 

 

 Note: Alternatively you can paste the contents of your newly generated certificate 

into the Certificate text box under the Upload certificate as text section, and click 

the Send File button. 

 

 Quick tip: The CA part of the certificate is optional but it is useful to have for 

cross-browser compatibility. You can download the Intermediate CA and Root 

CA from Symantec. 

 

https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/symantec/ica/DigiCertGlobalCAG2.pem
https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/symantec/root/DigiCert_Global_G2.pem
https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/symantec/root/DigiCert_Global_G2.pem
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Plesk Onyx 

Step 1 

In the Plesk control panel, select Domains from the 

Hosting Services section within the left menu bar.  

 

 

Step 2 

Click on the domain you wish to add the certificate to. 

 

Step 3 

Select the SSL/TLS Certificates icon. 

 

Step 4 

Click on the Add SSL/TLS Certificate icon. 

Step 5 

Enter a Certificate Name to help you identify this certificate. In the example below we've 

named it after the domain name the certificate is for, to make it quickly and easily identifiable. 
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Step 6 

You also need to enter your company address, the domain name the certificate will protect, 

and a valid email address. These details must be accurate as they will be used to generate your 

private key.  

After the details have 

been filled in click the 

Request button. 

 

 

 

Step 7 

You will be directed back to the SSL Certificates section. From here you will need to click on 

the certificate that has just been created.  

 

Step 8 

Copy the entire CSR part from where the text starts with -----BEGIN CERTIFICATE REQUEST----- 

to where it ends with -----END CERTIFICATE REQUEST----- save this to a notepad file. 
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Step 9 

You will need to provide this to your chosen certificate authority (the company you are 

purchasing your SSL certificate from).  They will then provide you with at the certificate part to 

upload to Plesk. 

Step 10 

Once you have the certificate part from your provider, click the Choose file button and find the 

certificate file on your computer. Once you have located it, click the Upload Certificate button. 

 

 

 

Step 11 

Select the Domains from the Hosting Services section 

within the left menu bar. 

 

 

Step 12 

Click the domain you wish to apply the certificate to.  
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Step 13 

Click Hosting Settings on the domain overview. 
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Step 14 

This will bring up the Hosting Settings for the domain. Tick the box labelled Enable SSL support 

and select the certificate from the dropdown menu. 

 

 

 

 

 

 Quick tip: The CA part of the certificate is optional but it is useful to have for 

cross-browser compatibility. You can download the Intermediate CA and Root 

CA from Symantec. 

 

https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/symantec/ica/DigiCertGlobalCAG2.pem
https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/symantec/root/DigiCert_Global_G2.pem
https://www.websecurity.symantec.com/content/dam/websitesecurity/support/digicert/symantec/root/DigiCert_Global_G2.pem
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cPanel 

Step 1 

Log in to cPanel, scroll down to the Security section and click the SSL/TLS Manager icon. 

 

Step 2 

Click the link Generate, view or delete SSL certificate signing requests. 

 

Step 3 

Fill out the CSR form using the fields provided. 

¶ Key: Leave this field set at Generate a new 2,048 bit key. 
¶ Domains: Enter the domain name that you want to add SSL to. 
¶ City: Enter the City that the domain's registrant details contain. 
¶ State: Enter the State or County that the domain's registrant details contain. 
¶ Country: Select the domain registrant's country from the dropdown menu. 
¶ Company: Enter your company name. 
¶ Company Division: Enter the division within your company. 
¶ Email: Enter the domain registrant's email address. 
¶ Passphrase: Enter a passphrase (optional). 
¶ Description: Enter a description (optional). 

Step 4 

Copy the entire Encoded Certificate Signing Request from the start of the line reading: 
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-----BEGIN CERTIFICATE REQUEST-----  

To the end of the line reading: 

-----END CERTIFICATE REQUEST----- 

 

Paste this into a notepad file for safe keeping. 

Step 5 

You will need to provide this to your chosen certificate authority (the company you are 

purchasing your SSL certificate from). They will then provide you with the certificate part to 

upload to cPanel. Paste this into a notepad file for safe keeping. 

Step 6 

Once you have the gained the CRT from your certificate authority, copy the entire certificate 

from the start of the line reading: 

-----BEGIN CERTIFICATE-----  

To the end of the line reading: 

-----END CERTIFICATE----- 
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Step 7 

Scroll down to the Security section and select the SSL/TLS Manager icon. 

 

Step 8 

Click the link Generate, view, upload or delete SSL certificates. 

 

Step 9 

Paste your certificate into the box labelled Paste your certificate below and click Save 

Certificate. 

Step 10 

Scroll down to the Security section and select the SSL/TLS Manager icon. 
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Step 11 

Click the link Manage SSL Sites. 

 

Step 12 

Scroll down the page and from the Domain drop down menu select the domain name that you 

want to install the SSL certificate on. 

 

Step 13 

Click the button that appears labelled Autofill by Domain. This will automatically fill in all the 

key parts for the domain that were installed in previous steps. 
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Step 14 

Scroll to the bottom of the page and click the Install Certificate button. 

 

A confirmation screen will appear, click the OK button to finish the SSL installation. 
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